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Abstract 

Background  While Personal Health Records (PHRs) are increasingly adopted globally, understanding public attitudes 
toward health information sharing remains crucial for successful implementation. This study investigated patterns 
in willingness to share personal health information among Japanese adults and identified factors influencing their 
sharing decisions.

Methods  A nationwide cross-sectional web-based survey was conducted among 20,000 Japanese adults in Decem-
ber 2023. Participants were recruited through quota sampling based on age, gender, and prefecture population ratios 
from the 2020 National Census. The survey examined willingness to share personal health information with nine 
types of recipients (healthcare providers, ambulance crew, application providers, family members, local authorities, 
employers, pharmaceutical companies, government agencies, and research institutions), trust levels in these recipi-
ents, and 17 factors influencing sharing decisions across health benefits, convenience, economic incentives, social 
significance, information details, transparency, and privacy considerations. Clustering analysis using Uniform Manifold 
Approximation and Projection (UMAP) and Ordering Points to Identify the Clustering Structure (OPTICS) algorithms 
was performed to identify distinct patterns in sharing preferences.

Results  Despite low PHR familiarity (88.4% unfamiliar), participants showed willingness to share health information 
with healthcare providers (65.0%) and family members (65.6%), but expressed lower willingness toward government 
agencies (28.6%) and research institutions (28.8%). Five distinct clusters were identified: family-only sharers (3.9%), 
mixed preference sharers (47.9%), comprehensive sharers (12.9%), non-sharers (22.1%), and healthcare-selective 
sharers (13.2%). Trust levels were highest for family members (85.6%) and healthcare professionals (78.8%), while sig-
nificantly lower for government agencies (44.2%). Higher education, income, and PHR familiarity were associated 
with greater willingness to share, while privacy and security concerns were universal across all clusters.

Conclusions  The heterogeneous patterns in health information sharing preferences suggest the need for tailored 
PHR implementation strategies that address varying privacy concerns and trust levels across different population 
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segments. Success in PHR adoption requires balanced approaches to trust-building, robust data protection, and tar-
geted communication strategies that acknowledge diverse user needs while promoting the benefits of health data 
sharing.

Keywords  Personal health records, Health information sharing, Cluster analysis, Digital health, Japan

Text box 1. Contributions to the literature

• This study offers the first large-scale nationwide cluster analysis of per-
sonal health information sharing preferences in Japan, based on 20,000 
adults.

• The findings reveal distinct patterns in trust and willingness to share 
health data, demonstrating significant heterogeneity in attitudes 
across the population.

• By identifying five user clusters, this study informs the design of more 
inclusive and targeted personal health record (PHR) strategies.

• The results highlight the critical role of trust, particularly in government 
and healthcare institutions, in promoting health data sharing.

Background
Personal Health Records (PHRs) emerge as a transforma-
tive tool in healthcare, designed to promote patient 
engagement, involvement, and self-management [1, 2]. 
These systems integrate diverse health-related informa-
tion, including medical histories, medication records, 
and patient-generated data, enabling a comprehensive 
approach to health management. The integration of fea-
tures supporting lifestyle management, disease control, 
and personalized alerts reflects healthcare’s shift toward 
patient-centricity [3, 4].

While smartphone applications have accelerated global 
PHR adoption [5], significant implementation barriers 
persist, particularly concerning trust, privacy, and demo-
graphic variations in acceptance [6–9]. In Japan, amid 
the rapid digital transformation characterized by"Society 
5.0" [10], the Ministry of Health, Labour and Welfare 
(MHLW) launched initiatives to promote PHR adoption, 
exemplified by the"My Number Portal"implementation 
[11]. This system attempts to address trust concerns 
through centralized government oversight while expand-
ing functionality to include various health data types 
[12, 13]. The successful implementation of PHR systems 
requires careful consideration of diverse user attitudes 
and privacy concerns while maintaining their fundamen-
tal role in healthcare [14–16].

Trust emerges as a critical factor in PHR adoption and 
utilization [16, 17]. A Swedish population study revealed 
that 81.9% of respondents expressing high trust in 
healthcare providers’data protection capabilities showed 
increased willingness to share personal health informa-
tion through PHRs [16]. However, contrasting findings 
from a 2020 survey of Japanese PHR users indicated that 

47.7% of respondents expressed concerns about personal 
information leakage, with approximately half showing 
reluctance toward third-party data sharing [18]. These 
findings highlight the complex relationship between 
institutional trust and health information sharing behav-
iors across different cultural contexts [15, 16].

Security considerations in PHR systems span multiple 
dimensions, including confidentiality, availability, integ-
rity, authentication, authorization, non-repudiation, and 
access rights [7]. While technical implementations such 
as data encryption, access controls, and digital signatures 
address these aspects [8], the relationship between secu-
rity measures and user acceptance remains a critical area 
for investigation [16].

This study aims to explore the dynamics of public 
willingness to share health information within PHRs in 
Japan, where PHR implementation is rapidly advanc-
ing amid digital transformation initiatives. The study 
has three objectives: 1) determining the prevalence of 
willingness to share personal health information with 
specific recipients; 2) identifying patterns of informa-
tion sharing preferences based on recipient types; and 3) 
characterizing the influence of demographic factors, trust 
levels, and privacy concerns on sharing preferences using 
advanced clustering techniques. Understanding these 
patterns in the Japanese context is crucial for developing 
targeted strategies that can address diverse user needs 
while promoting broader PHR adoption, with potential 
implications for PHR implementation in other countries 
undergoing similar digital health transformations.

Methods
Study population
Study participants were recruited through a panel man-
aged by a web survey company (Cross Marketing Inc.) 
[19]. The panel comprised individuals aged 20 years or 
older who were capable of completing surveys in Japa-
nese. Participation in the panel was voluntary, and indi-
viduals were incentivized to join by earning’points’for 
responding to questionnaires administered by the com-
pany. These points could be redeemed for products and 
services offered by partner companies. As of 2024, the 
survey company had access to approximately 5 million 
panel members representing diverse demographic, socio-
economic, and geographic backgrounds [19].
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In this study, the target number of participants was 
initially set at approximately 20,000. To ensure national 
representation, a quota sampling method based on age, 
gender, and prefecture population ratios obtained from 
the 2020 National Census was employed, resulting in a 
final fixed number of 20,000 participants [20]. The survey 
was conducted from December 5–19, 2023, closing upon 
reaching the predetermined target population. Respond-
ents were required to answer each question to avoid 
missing values.

Measures
The cross-sectional survey questionnaire was devel-
oped based on a comprehensive review of past literature 
on similar topics [21, 22], including a study conducted 
within the Japanese context by the MHLW [18] The ques-
tionnaire comprised socio-demographic variables such as 
gender, age, education level, household income in 2022, 
presence of family members or relatives living with the 
respondent, family members or relatives not residing 
with the respondent but for whom the respondent was 
responsible for health management, the habit of smoking 
and drinking, self-reported health status, medical history, 
and enrollment in private insurance. Digital literacy was 
evaluated through inquiries regarding internet device 
usage, engagement with social media, possession of a"My 
Number Card"(a personal identification card issued by 
the Japanese government, primarily used for social secu-
rity and taxation purposes), and utilization of health-
related apps or wearable devices.

Regarding the willingness to share personal health 
information, respondents were first presented with a 
definition of PHRs: “PHRs are systems that allow indi-
viduals to record and manage their own health and medi-
cal information using smartphone apps or similar tools.” 
Following this explanation, they were asked how familiar 
they were with the concept of PHRs, with the following 
response options:"not familiar at all”, “not very familiar”, 
“somewhat familiar,” and “very familiar."Subsequently, 
respondents were asked if they would be willing to auto-
matically share their own medical and health informa-
tion electronically with someone if there was a specific 
recipient of, with"yes"or"no"response options. Recipi-
ents were pre-identified and categorized into nine types, 
namely: healthcare and caregiving service facilities, 
ambulance crew, provider of application, family, local 
authority, employer, pharmaceutical company, govern-
ment, and research institution. Respondents were asked 
about the importance of 7 categories with 17 factors in 
their decision-making process, including health benefits, 
convenience, economic incentives, social significance, 
information details, transparency and security, and pri-
vacy considerations (see resulting Table for detailed 

factors and response distributions). They were presented 
with four response options:"strongly agree,""agree,""do 
not agree,"and"not at all.". Finally, respondents were 
prompted to indicate their level of trust in each of the 
nine recipients of their own personal health informa-
tion, should it be shared. They were presented with 
four response options:"strongly trust,""trust,""less 
trust,"and"not trust at all."The nine recipients were con-
sistent with the previous question.

Statistical analysis
First, socio-demographic data were tabulated to provide 
basic information on the study population. Variables 
including age, gender, prefecture of residence, occupa-
tion, education levels, annual household income, and 
various health and lifestyle factors were categorized 
appropriately for analysis (see resulting Table for detailed 
characteristics).

Secondly, to characterize the overarching reasons for 
respondents’willingness to share personal health infor-
mation, the data were analyzed using Uniform Manifold 
Approximation and Projection (UMAP) and Ordering 
Points to Identify the Clustering Structure (OPTICS) 
algorithm. UMAP was utilized to identify the data’s 
global structure through dimension reduction tech-
niques, reducing the 9 binary variables into a two-dimen-
sional space for visual inspection (further details in the 
supplementary material) [23]. Subsequently, the OPTICS 
algorithm was applied to identify meaningful clusters of 
individuals on the reduced dimensional space [24]. In 
UMAP, a fixed number of nearest neighbors (default set 
to 15) with hamming distance were utilized for the binary 
questionnaire variables. Unlike many clustering algo-
rithms, the OPTICS requires minimal input of param-
eter values, such as determining the minimum number of 
points (MinPts) required within a specified radius (epsi-
lon) to consider a point as core point. In our implemen-
tation of the OPTICS, MinPts was set to the number of 
5% of data points (default is 5 data points), and epsilon 
was set to 5. Following guidelines for the OPTICS usage, 
widely accepted procedures were employed to visually 
determine threshold values (in our setting, the value was 
4.5) for the number of clusters, ensuring distance values 
were suitably large (Supplementary Fig. 1). All data analy-
ses were conducted using R version 4.1.2 with packages 
uwot and dbscan [24, 25].

After identifying clusters of individuals, socio-demo-
graphic data was tabulated for each cluster to compare 
differences in socio-demographic characteristics across 
the clusters. This cluster-level analysis was adopted to 
capture the multidimensional nature of sharing pref-
erences across all nine recipient types simultaneously. 
Considering the interrelated influence of trust, privacy 
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concerns, and perceived utility across recipients, cluster-
ing provided a holistic framework for characterizing user 
typologies. We further analyzed differences in the impor-
tance of 17 content-specific motivational factors across 
the clusters. In contrast, analyzing socio-demographic 
or motivational associations separately for each recipi-
ent would have required multiple independent models, 
increased the risk of multiple testing issues, and poten-
tially fragmented interpretation. A Kruskal–Wallis test 
was used to assess significant differences between clus-
ters in socio-demographic variables or digital literacy 
variables related to the willingness to share the respond-
ent’s own personal health information. Bonferroni 
correction was applied to address multiple testing pro-
cedure. 5% threshold was selected heuristically, as values 
smaller or larger did not distinctly differentiate charac-
teristics from other clusters.

Large Language Models (LLM)
The Claude AI language model was utilized for proof-
reading to ensure grammatical accuracy and enhance 
clarity.

Results
The socio-demographic characteristics of the 20,000 par-
ticipants are shown in Table  1. The mean age was 53.6 
years (standard deviation 17.0), with a slightly lower pro-
portion of males (48.2%) compared to females. Nearly 
90% of the study participants reported using smart-
phones on a daily basis.

Majority of the participants (88.4%) indicated a lack 
of familiarity with PHR (Table  2.). When asked about 
their willingness to share personal health information 
with specific entities, 12,994 (65.0%) expressed agree-
ment with health care service delivery organizations, 
13,124 (65.6%) with family members, 5713 (28.6%) with 
government agencies, and 5767 (28.8%) with research 
institutions.

Regarding motivations for sharing personal health 
information, respondents exhibited the highest level of 
willingness to share when rating its importance as either 
“important” or “very important”, particularly concern-
ing early detection of diseases (81.7%). This was followed 
closely by sharing immediate access to medical infor-
mation (81.2%), ensuring smooth medical procedures 
(81.2%), and enhanced coordination of treatment through 
information sharing (80.0%). Conversely, the lowest will-
ingness to share information was noted regarding other 
social benefits (56.8%).

Respondents demonstrated the highest degree of trust, 
indicating “trust some extent” or “very much trust”, in 
their families (85.6%) when it comes to handling personal 
health records. Moreover, a majority of respondents 

expressed trust in health personnel, with 78.8% trusting 
health service providers and 84.1% trusting ambulance 
crews. Scientific research institutions also received sig-
nificant trust, with 57.4% of respondents expressing con-
fidence in them. Interestingly, more individuals placed 
their trust in local authorities (59.3%) compared to the 
government (44.2%) when it came to handling personal 
health records.

We applied the OPTICS clustering algorithm to iden-
tify five distinct populations (clusters) within the study 
cohort. The distribution of respondents within each 
cluster and the distributions of the clusters detected by 
OPTICS, achieved by employing UMAP on the two-
dimensional reduced representation of our dataset are 
displayed in Fig.  1. The five clusters regarding respond-
ents’ willingness to share personal health information 
with specific recipients are labeled as follows: Cluster 1 
(n = 783, 3.9%) that exhibited a unique pattern of will-
ingness to share information exclusively with family 
members, while being unwilling to share with all other 
recipients. Cluster 2 (n = 9587, 47.9%) demonstrated 
a mixed pattern of sharing preferences, with varying 
degrees of willingness across different recipients, but no 
consistent trend. Cluster 3 (n = 2574, 12.9%) showed the 
highest willingness to share, with nearly all respondents 
agreeing to share information with all recipients. Cluster 
4 (n = 4410, 22.1%) displayed the most restrictive attitude, 
with almost all respondents unwilling to share infor-
mation with any recipient. Finally, Cluster 5 (n = 2646, 
13.2%) revealed a selective sharing pattern, with respond-
ents willing to share information primarily with health-
care-related recipients (healthcare and caregiving service 
facilities and ambulance crew) and family members. The 
details of clusters based on respondents’willingness to 
share personal health information with specific entities 
are presented in Table 3.

Supplementary Table  1 presents the distributions of 
cluster-specific socio-demographic characteristics. Com-
pared to Cluster 4, which exhibited the most restrictive 
attitude towards data sharing, the other clusters showed 
significant differences in various socio-demographic fac-
tors. Age distribution varied significantly across clusters. 
In addition to differences in median ages (e.g., Clusters 
1, 2, and 5 had higher medians of 60, 57, and 62 years, 
respectively, compared to Cluster 4 at 48 years), we 
observed distinct patterns in categorical age groups. For 
instance, older age groups (e.g., 70–79 years) were more 
represented in Clusters 1, 2, and 5, while younger age 
groups (e.g., 20–39 years) were more common in Clus-
ter 4. Gender composition was significantly different 
for Clusters 2 and 5 (p < 0.001), with these clusters hav-
ing a higher proportion of females (53.2% and 57.5%, 
respectively) compared to Cluster 4 (48.6%). Educational 
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Table 1  Socio-demographic characteristics of 20,000 adults participating in the nationwide Japanese personal health information 
sharing survey, December 2023

Variables Overall

N=20000

Number (%)

Age (mean, (SD*)) 53.6 (17.02)

Gender
  Female 10329 (51.6)

  Male 9622 (48.1)

  Other 49 (0.2)

Prefecture
  Hokkaido 856 (4.3)

  Aomori 210 (1.0)

  Iwate 187 (0.9)

  Miyagi 447 (2.2)

  Akita 149 (0.7)

  Yamagata 163 (0.8)

  Fukushima 236 (1.2)

  Ibaraki 323 (1.6)

  Tochigi 202 (1.0)

  Gunma 223 (1.1)

  Saitama 1119 (5.6)

  Chiba 985 (4.9)

  Tokyo 2545 (12.7)

  Kanagawa 1545 (7.7)

  Niigata 290 (1.5)

  Toyama 165 (0.8)

  Ishikawa 166 (0.8)

  Fukui 99 (0.5)

  Yamanashi 94 (0.5)

  Nagano 272 (1.4)

  Gifu 318 (1.6)

  Shizuoka 539 (2.7)

  Aichi 1405 (7.0)

  Mie 235 (1.2)

  Shiga 187 (0.9)

  Kyoto 397 (2.0)

  Osaka 1508 (7.5)

  Hyogo 895 (4.5)

  Nara 186 (0.9)

  Wakayama 103 (0.5)

  Tottori 97 (0.5)

  Shimane 94 (0.5)

  Okayama 306 (1.5)

  Hiroshima 482 (2.4)

  Yamaguchi 194 (1.0)

  Tokushima 117 (0.6)

  Kagawa 155 (0.8)

  Ehime 205 (1.0)

  Kochi 85 (0.4)

  Fukuoka 1045 (5.2)



Page 6 of 17Sassa et al. Archives of Public Health          (2025) 83:109 

Table 1  (continued)

Variables Overall

N=20000

Number (%)

  Saga 119 (0.6)

  Nagasaki 196 (1.0)

  Kumamoto 218 (1.1)

  Oita 149 (0.7)

  Miyazaki 157 (0.8)

  Kagoshima 195 (1.0)

  Okinawa 137 (0.7)

Highest education
  Junior High School 666 (3.3)

  High School 6857 (34.3)

  College 3868 (19.3)

  University 7819 (39.1)

  Post Graduate 790 (4.0)

Occupation
  Health care 951 (4.8)

  Education 559 (2.8)

  Management 824 (4.1)

  Information Technology 751 (3.8)

  Art 277 (1.4)

  Sales 1654 (8.3)

  Administrative 2846 (14.2)

  Service 2603 (13.0)

  Student 308 (1.5)

  Housewife 3908 (19.5)

  Other 5319 (26.6)

Household income
  <200 million 3626 (18.1)

  200-399 million 5933 (29.7)

  400-599 million 4373 (21.9)

  600-799 million 2718 (13.6)

  800-999 million 1528 (7.6)

  1000 million < 1822 (9.1)

Living together with
  Spouse 11370 (56.9)

  Children (<6 years old) 1235 (6.2)

  Children (6-17 years old) 2118 (10.6)

  Children (over 18 years old) 3254 (16.3)

  Parents 3725 (18.6)

  Parents in law 308 (1.5)

  Friends, others 1432 (7.2)

  None 4280 (21.4)

Family members and relatives who do not "live" with you and who need to take the initiative in managing and supporting their health
  Spouse 1915 (9.6)

  Children (<6 years old) 299 (1.5)

  Children (6-17 years old) 424 (2.1)

  Children (over 18 years old) 1208 (6.0)

  Parents 1945 (9.7)
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Table 1  (continued)

Variables Overall

N=20000

Number (%)

  Parents in law 725 (3.6)

  Friends, others 861 (4.3)

  None 14751 (73.8)

Smoking
  Everyday 3307 (16.5)

  Sometimes 312 (1.6)

  More than one month after quitting smoking 3290 (16.4)

  No 13091 (65.5)

Drinking alcohol
  Everyday 3212 (16.1)

  5-6 days/week 1183 (5.9)

  1-2 days/week 1259 (6.3)

  1-2 days/week 2253 (11.3)

  1-3days/month 1758 (8.8)

  Sometimes 3160 (15.8)

  Quit 574 (2.9)

  No 6601 (33.0)

Health status
  Good 3121 (15.6)

  Fairly good 5343 (26.7)

  Average 8122 (40.6)

  Not very good 2627 (13.1)

  Poor 787 (3.9)

Frequency of using device
Smartphone
  Almost every day 17828 (89.1)

  2-5 days/ week 600 (3.0)

  Once a week or less/ Not used 1572 (7.9)

Tablet
  Almost every day 2924 (14.6)

  2-5 days/ week 1277 (6.4)

  Once a week or less/ Not used 15799 (79.0)

Laptop
  Almost every day 8144 (40.7)

  2-5 days/ week 2184 (10.9)

  Once a week or less/ Not used 9672 (48.4)

Desktop PC
  Almost every day 4189 (20.9)

  2-5 days/ week 1354 (6.8)

  Once a week or less/ Not used 14457 (72.3)

Video Game Console
  Almost every day 835 (4.2)

  2-5 days/ week 1192 (6.0)

  Once a week or less/ Not used 17973 (89.9)

Wearable Device
  Almost every day 1198 (6.0)

  2-5 days/ week 405 (2.0)
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Table 1  (continued)

Variables Overall

N=20000

Number (%)

  Once a week or less/ Not used 18397 (92.0)

IoT Home Appliance
  Almost every day 468 (2.3)

  2-5 days/ week 357 (1.8)

  Once a week or less/ Not used 19175 (95.9)

Frequency of using social media
Facebook
  Almost every day 1776 (8.9)

  2-5 days/ week 1353 (6.8)

  Once a week or less/ Not used 16871 (84.4)

X (Twitter)
  Almost every day 4802 (24.0)

  2-5 days/ week 1831 (9.2)

  Once a week or less/ Not used 13367 (66.8)

LINE
  Almost every day 10788 (53.9)

  2-5 days/ week 3670 (18.4)

  Once a week or less/ Not used 5542 (27.7)

Instagram
  Almost every day 4443 (22.2)

  2-5 days/ week 1816 (9.1)

  Once a week or less/ Not used 13741 (68.7)

YouTube
  Almost every day 7504 (37.5)

  2-5 days/ week 4465 (22.3)

  Once a week or less/ Not used 8031 (40.2)

  TikTok

  Almost every day 1632 (8.2)

  2-5 days/ week 900 (4.5)

  Once a week or less/ Not used 17468 (87.3)

Currently under treatment, or previously had any medical condition
  Inherited conditions 101 (0.5)

  Cancer 1242 (6.2)

  COVID-19 1815 (9.1)

  Heart diseases 606 (3.0)

  Mental illness 1019 (5.1)

  Diabetes 1121 (5.6)

  Cerebrovascular disease 334 (1.7)

  Other 1419 (7.1)

  None 13831 (69.2)

Enrollment in private insurance
  Life insurance 10799 (54.0)

  Medical/care insurance 9869 (49.3)

  None 5985 (29.9)

Registration for the use of Health Insurance with My Number Card
  Have not had My Number Card 1849 (9.2)

  Already have or registered for use 15304 (76.5)
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attainment was significantly different for Clusters 2, 3, 
and 5 (p < 0.001), with these clusters having a higher pro-
portion of university graduates (40.1%, 43.7%, and 41.5%, 
respectively) compared to Cluster 4 (33.4%). Household 
income also varied significantly across all clusters (p < 
0.001), with Clusters 1, 2, 3, and 5 having a lower pro-
portion of households earning less than 200 million yen 
annually (19.2%, 17.0%, 13.9%, and 14.1%, respectively) 
compared to Cluster 4 (25.3%). Notably, familiarity with 
PHR differed significantly across all clusters (p < 0.001), 
with Clusters 1, 2, 3, and 5 showing higher levels of famil-
iarity compared to Cluster 4.

When given the opportunity to automatically and 
electronically share healthcare-related information, sig-
nificant differences were observed among clusters in 
responses regarding important decision-making factors 
(Supplementary Table 2). Cluster 4, characterized by the 
most restrictive attitude towards data sharing, served as 
the reference group for comparisons. Cluster 3, in con-
trast, demonstrated the most open attitude towards data 
sharing with all recipients, including both medical and 
non-medical entities. Compared to Cluster 4, Cluster 3 
participants consistently rated a wide range of factors as 
more important. For health management, 21.2% of Clus-
ter 3 participants considered it"very important"versus 
8.0% in Cluster 4. This pattern extended beyond medical 
factors to areas such as contributing to product develop-
ment (16.7% vs. 6.4% rating it"very important") and pro-
viding information for other societal benefits (16.0% vs. 
5.9%). Cluster 3 also showed higher trust levels across var-
ious entities, including non-medical ones. For instance, 
8.1% of Cluster 3 participants"very much trust"application 
providers compared to 3.9% in Cluster 4.

Cluster 1, which favored data sharing only with family 
members, showed a more nuanced approach compared 
to Cluster 4. While they generally rated health-related 
factors as more important than Cluster 4, the differ-
ences were less pronounced than those observed in 
Cluster 3. For example, 5.1% of Cluster 1 participants 
rated health management as"very important"compared 
to 8.0% in Cluster 4. Notably, Cluster 1 exhibited sig-
nificantly higher trust in family members for data han-
dling (50.8%"very much trust") compared to Cluster 4 
(22.4%), aligning with their preference for family-only 
data sharing.

Cluster 5, open to data sharing with both health-
care professionals and family members, demonstrated 
higher importance ratings for health-related factors 
compared to Cluster 4. For instance, 18.8% of Clus-
ter 5 participants rated early disease detection as"very 
important"compared to 10.0% in Cluster 4. Cluster 
5 showed notably higher levels of trust in healthcare 
organizations (79.0%"trust to some extent") compared 
to Cluster 4 (51.3%), reflecting their openness to shar-
ing data with healthcare professionals.

Across all clusters, factors related to information 
security, privacy protection, and transparency in data 
usage were rated as more important compared to Clus-
ter 4. Regarding methods for anonymizing personal 
information and protecting privacy, 23.0%, 27.9%, and 
40.8% of participants in Clusters 1, 3, and 5 respec-
tively rated this as"very important,"compared to 16.5% 
in Cluster 4. This suggests that even among those more 
open to data sharing, there is a stronger desire for 
robust data protection measures compared to the most 
restrictive group.

Table 1  (continued)

Variables Overall

N=20000

Number (%)

  Do not intend to register in the future 2847 (14.2)

Purposes of health-related apps and wearable devices
  Exercise-related (i.e. step counting, calorie consumption, and exercise logs) 5444 (27.2)

  Health management-related (such as weight, blood pressure, blood sugar management, and health examination records) 2680 (13.4)

  Diet and nutrition-related 841 (4.2)

  Sleep-related 1208 (6.0)

  Medication management-related (i.e. medication records and pill reminders) 1705 (8.5)

  Mental health-related 302 (1.5)

  Menstrual cycle and pregnancy-related 1015 (5.1)

  Other 31 (0.2)

  None in particular 12180 (60.9)

* Standard deviation
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Table 2  Personal health record familiarity, sharing preferences, motivational factors, and institutional trust among Japanese adults in a 
nationwide survey (N=20,000), December 2023

Variables Overall

N=20000

Number (%)

Familiarity of personal health record (PHR)
  Not familiar at all 11638 (58.2)

  Not very familiar 6022 (30.1)

  Somewhat familiar 1683 (8.4)

  Very familiar 657 (3.3)

Disagreement to sharing PHR with
  Healthcare and caregiving service facilities 7006 (35.0)

  Ambulance crew 6671 (33.4)

  Provider of application 14042 (70.2)

  Family  6876 
(34.4)

  Local authority 13175 (65.9)

  Employer 15124 (75.6)

  Pharmaceutical company 14911 (74.6)

  Government 14287 (71.4)

  Research institution 14233 (71.2)

Importance of factors in making decision for sharing PHR
Health management
  Not important at all 969 (4.8)

  Somewhat important 3135 (15.7)

  Important 13466 (67.3)

  Very important 2430 (12.2)

Early detection of diseases
  Not important at all 837 (4.2)

  Somewhat important 2828 (14.1)

  Important 12471 (62.4)

  Very important 3864 (19.3)

Immediate access to medical information (medical history, prescriptions, medical records, etc.)
  Not important at all 887 (4.4)

  Somewhat important 2865 (14.3)

  Important 13070 (65.3)

  Very important 3178 (15.9)

Smooth medical procedures (such as scheduling or changing appointments for tests or treatments, issuing prescription refills, etc.)
  Not important at all 907 (4.5)

  Somewhat important 2838 (14.2)

  Important 12810 (64.0)

  Very important 3445 (17.2)

Enhanced coordination of treatment through information sharing among multiple healthcare institutions
  Not important at all 919 (4.6)

  Somewhat important 3094 (15.5)

  Important 12774 (63.9)

  Very important 3213 (16.1)

Electronic money or points
  Not important at all 1815 (9.1)

  Somewhat important 6539 (32.7)

  Important 9521 (47.6)
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Table 2  (continued)

Variables Overall

N=20000

Number (%)

  Very important 2125 (10.6)

Reduction of insurance premiums
  Not important at all 1128 (5.6)

  Somewhat important 4135 (20.7)

  Important 10840 (54.2)

  Very important 3897 (19.5)

Receiving feedback on lifestyle improvement suggestions and exercise methods
  Not important at all 1308 (6.5)

  Somewhat important 5485 (27.4)

  Important 11368 (56.8)

  Very important 1839 (9.2)

Contributing to product development
  Not important at all 1590 (8.0)

  Somewhat important 6468 (32.3)

  Important 10438 (52.2)

  Very important 1504 (7.5)

Providing information as part of research
  Not important at all 1564 (7.8)

  Somewhat important 6195 (31.0)

  Important 10724 (53.6)

  Very important 1517 (7.6)

Providing information for other societal benefits
  Not important at all 1703 (8.5)

  Somewhat important 6929 (34.6)

  Important 10064 (50.3)

  Very important 1304 (6.5)

Specific types and amounts of shared information
  Not important at all 1257 (6.3)

  Somewhat important 5920 (29.6)

  Important 11163 (55.8)

  Very important 1660 (8.3)

Information sharing under specific conditions only (e.g., during disasters)
  Not important at all 1159 (5.8)

  Somewhat important 4758 (23.8)

  Important 11897 (59.5)

  Very important 2186 (10.9)

Transparency in information usage (how information will be utilized)
  Not important at all 1241 (6.2)

  Somewhat important 4344 (21.7)

  Important 9729 (48.6)

  Very important 4686 (23.4)

Information security measures
  Not important at all 1252 (6.3)

  Somewhat important 4220 (21.1)

  Important 9464 (47.3)

  Very important 5064 (25.3)
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Table 2  (continued)

Variables Overall

N=20000

Number (%)

Methods for anonymizing personal information and protecting privacy
  Not important at all 1282 (6.4)

  Somewhat important 3843 (19.2)

  Important 8868 (44.3)

  Very important 6007 (30.0)

Ease and clarity of consent process for information sharing
  Not important at all 1272 (6.4)

  Somewhat important 4239 (21.2)

  Important 10218 (51.1)

  Very important 4271 (21.4)

To what extent of trust with regard to information security measures and the handling of personal data
Organizations in which you receive health and care services
  Do not trust at all 834 (4.2)

  Not very much trust 3410 (17.0)

  Trust to some extent 13755 (68.8)

  Very much trust 2001 (10.0)

Ambulance crew
  Do not trust at all 655 (3.3)

  Not very much trust  2522 
(12.6)

  Trust to some extent 13286 (66.4)

  Very much trust 3537 (17.7)

Provider of application
  Do not trust at all 2233 (11.2)

  Not very much trust 8836 (44.2)

  Trust to some extent 8285 (41.4)

  Very much trust 646 (3.2)

Family
  Do not trust at all 711 (3.6)

  Not very much trust 2174 (10.9)

  Trust to some extent 9392 (47.0)

  Very much trust 7723 (38.6)

Local authority
  Do not trust at all 1550 (7.8)

  Not very much trust 6578 (32.9)

  Trust to some extent 10829 (54.1)

  Very much trust 1043 (5.2)

Employer
  Do not trust at all 2827 (14.1)

  Not very much trust 6760 (33.8)

  Trust to some extent 9247 (46.2)

  Very much trust 1166 (5.8)

Pharmaceutical company
  Do not trust at all 1894 (9.5)

  Not very much trust 7342 (36.7)

  Trust to some extent 9773 (48.9)

  Very much trust 991 (5.0)
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Discussion
Our study reveals that a significant majority of partici-
pants (88.4%) were unfamiliar with PHR, highlighting a 
critical knowledge gap in the Japanese population. How-
ever, this question was preceded by a clear explanation 

of what PHRs are, ensuring that participants had at least 
a basic understanding before answering. Thus, their 
responses can be interpreted as attitudes toward the 
general idea of self-managed digital health records, 
rather than specific technical functionalities. Similar 

Table 2  (continued)

Variables Overall

N=20000

Number (%)

Government
  Do not trust at all 3233 (16.2)

  Not very much trust 7922 (39.6)

  Trust to some extent 8022 (40.1)

  Very much trust 823 (4.1)

Research institution
  Do not trust at all 1739 (8.7)

  Not very much trust 6769 (33.8)

  Trust to some extent 10343 (51.7)

  Very much trust 1149 (5.7)

With regard to information security measures and the handling of personal data, would you disagree to delegate authority to a family 
member to share information about your medical or health care electronically when you are unable to make your own consent choices, 
e.g. in an emergency situation or when you are unconscious?

5244 (26.2)

Fig. 1  a Distribution of five identified clusters of Japanese adults (N = 20,000) detected by Ordering Points To Identify the Clustering Structure 
(OPTICS) on the two-dimensional reduced representation of personal health information sharing preferences, December 2023; b Uniform Manifold 
Approximation and Projection (UMAP) visualization of clusters for two-dimensional reduced representation of data annotated by the OPTICS 
generated clusters from a nationwide Japanese survey
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trends have been observed internationally; for instance, 
a study in Germany reported that consumer unfamili-
arity with electronic health records posed a significant 
barrier to their adoption [26]. Despite this lack of famili-
arity, approximately two-thirds of respondents expressed 
willingness to share their personal health information 
with healthcare service delivery organizations and fam-
ily members. This encouraging finding suggests that with 
proper education and awareness initiatives, there is sub-
stantial potential for successful PHR implementation in 
Japan, particularly when the benefits are clearly commu-
nicated to users [8, 9].

The markedly lower willingness to share informa-
tion with government agencies and research institu-
tions (approximately 28%) may represent a trust deficit 
that requires strategic intervention. This hesitancy could 
potentially limit the broader public health benefits of 
PHR systems and needs to be specifically addressed 
through targeted trust-building initiatives. This pattern 
is consistent with previous studies that have highlighted 
privacy and security concerns as potential barriers to 
PHR adoption [8, 9]. Internationally, research has shown 
that individuals’ willingness to share personal health data 
varies depending on the perceived trustworthiness of 
the data recipient and the intended use of the data [27].
Comprehensive education about PHR benefits, combined 
with transparent communication about security meas-
ures and data protection protocols, can effectively reduce 
resistance to change and address concerns associated 
with using such systems [8].

The motivations for sharing personal health informa-
tion provide valuable insights into public priorities. Spe-
cifically, our analysis accounted for heterogeneity in the 
content and purpose of shared information, as respond-
ents evaluated the importance of a wide range of sharing 

motivations—from health benefits to broader societal 
contributions. These purpose-specific factors, enabled 
us to capture differential willingness to share based on 
information content. The high importance placed on 
early disease detection, immediate access to medical 
information, and smooth medical procedures (all above 
80%) underscores the perceived value of PHR in enhanc-
ing personal health management and care coordination. 
These findings align with previous research highlight-
ing the potential benefits of PHR in improving patient 
outcomes and healthcare efficiency [18, 28–30]. The 
relatively lower willingness to share for broader social 
benefits (56.8%) points to a critical gap in public under-
standing of collective healthcare advantages. This sug-
gests a need for enhanced communication strategies 
that effectively convey how individual data sharing can 
contribute to population health improvements, medical 
research advancement, and healthcare system optimiza-
tion [13].

Trust emerges as a crucial factor influencing willing-
ness to share personal health information [17]. The 
high trust levels in family members (85.8%) and health 
personnel (78.8% for health service providers, 84.2% 
for ambulance crews) reflect the importance of per-
sonal relationships and professional credibility in health 
information sharing [15, 16].The notable trust dispar-
ity between government institutions (44.2%) and local 
authorities (59.4%) reveals a complex dynamic in insti-
tutional trustworthiness. This finding suggests that trust-
building strategies should be particularly focused at the 
national government level, while potentially leveraging 
the higher trust in local authorities to build broader insti-
tutional credibility. Research has shown that this trust 
gap can be narrowed through enhanced transparency, 
improved communication channels, and demonstrated 

Table 3  Five identified clusters of Japanese adults (N = 20,000) based on willingness to share personal health information with specific 
recipients in a nationwide survey, December 2023

Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5

N = 783 N = 9587 N = 2574 N = 4410 N = 2646

Recipients Number (%) Number (%) Number (%) Number (%) Number (%) P-value

Healthcare and caregiving 
service facilities

0 (0.0) 7788 (81.2) 2560 (99.5) 0 (0.0) 2646 (100.0) < 0.001

Ambulance crew 0 (0.0) 8128 (84.8) 2555 (99.3) 0 (0.0) 2646 (100.0) < 0.001

Provider of application 0 (0.0) 3384 (35.3) 2574 (100.0) 0 (0.0) 0 (0.0) < 0.001

Family 783 (100.0) 7121 (74.3) 2574 (100.0) 0 (0.0) 2646 (100.0) < 0.001

Local authority 0 (0.0) 4251 (44.3) 2574 (100.0) 0 (0.0) 0 (0.0) < 0.001

Employer 0 (0.0) 2302 (24.0) 2574 (100.0) 0 (0.0) 0 (0.0) < 0.001

Pharmaceutical company 5 (0.6) 2497 (26.0) 2574 (100.0) 13 (0.3) 0 (0.0) < 0.001

Government 0 (0.0) 3140 (32.8) 2573 (100.0) 0 (0.0) 0 (0.0) < 0.001

Research institution 10 (1.3) 3183 (33.2) 2574 (100.0) 0 (0.0) 0 (0.0) < 0.001
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commitment to data protection [31]. Similar observa-
tions have been made in other cultural contexts; for 
example, a study in China found that patients’willingness 
to share personal health data was significantly influenced 
by their trust in the data recipient and perceived risks 
and benefits [32].

The application of OPTICS clustering analysis revealed 
five distinct groups with varying attitudes toward PHR 
sharing, with the largest cluster (47.9%) displaying mixed 
sharing preferences. While this cluster’s large size offers 
statistical stability, its internal heterogeneity—reflecting 
diverse and often inconsistent sharing attitudes across 
recipient types—makes it challenging to draw conclu-
sive interpretations. This underscores the importance of 
implementing flexible and nuanced PHR strategies that 
can accommodate diverse privacy preferences and shar-
ing comfort levels [33]. To better address the complex-
ity within such heterogeneous groups, future research 
should complement cluster-based typologies with recip-
ient-specific multivariable analyses. The identification of 
a cluster with high willingness to share (12.9%) suggests 
the potential for early adopters who could serve as cham-
pions for PHR implementation, while the more restrictive 
cluster (22.1%) highlights the importance of addressing 
privacy concerns comprehensively. The selective sharing 
pattern observed in the final cluster (13.2%) emphasizes 
how recipient identity significantly influences sharing 
decisions [34].

These findings demonstrate notable parallels with a 
2020 study of Japanese healthcare institutions, which 
found that 49.5% of facilities shared patient information 
with external entities [35]. This alignment between indi-
vidual preferences and institutional practices suggests 
that selective data-sharing behaviors are deeply embed-
ded in Japanese healthcare culture and regulatory frame-
works. Understanding these cultural and systematic 
patterns is crucial for developing effective PHR imple-
mentation strategies that respect existing norms while 
promoting beneficial innovation [36].

Socio-demographic factors play a significant role in 
shaping attitudes towards PHR sharing [15, 37]. Our 
analysis revealed that higher education and income lev-
els correlate strongly with greater openness to data shar-
ing, while older age groups demonstrate more selective 
and cautious sharing patterns. These demographic vari-
ations emphasize the need for tailored PHR implemen-
tation strategies that address the specific concerns and 
needs of different population segments. Previous stud-
ies have shown that individuals with higher educational 
attainment are more likely to be aware of and positively 
inclined towards sharing their health data, while those 
from lower socioeconomic backgrounds often dem-
onstrate hesitance due to privacy concerns [38, 39]. 

Internationally, research has indicated that psychological 
factors, such as optimism and psychological flexibility, 
also influence individuals’willingness to share personal 
health data, suggesting the importance of consider-
ing psychological traits in understanding data-sharing 
behaviors [40].​

A consistent and crucial finding across all identified 
clusters was the universal emphasis on information secu-
rity, privacy protection, and transparency in data usage. 
This widespread concern underscores the critical impor-
tance of implementing robust data protection measures 
and maintaining clear communication about data han-
dling practices. Research indicates that comprehensive 
security frameworks incorporating confidentiality, integ-
rity, and availability are essential for fostering user trust 
and promoting system acceptance [7, 41].

Limitations
Several methodological constraints warrant considera-
tion when interpreting this research. The study’s geo-
graphical focus on Japan potentially limits the external 
validity of our findings to other cultural contexts. Our 
sampling methodology, utilizing an online survey format 
with point-based incentives, may have helped mitigate 
traditional self-selection bias. While our quota sampling 
was based solely on age, gender, and prefecture popula-
tion ratios, in accordance with the fixed specifications 
of the web survey company (Cross Marketing Inc.), and 
aligned with the 2020 National Census data to enhance 
representativeness, the online survey format introduces 
its own methodological considerations [42]. Importantly, 
educational background was not included as a stratifica-
tion variable in the sampling framework, although such 
information was available in the survey panel. This was 
a methodological constraint beyond our control. As a 
result, our sample included a disproportionately higher 
percentage of individuals with a university degree or 
higher (43.1%) compared to the national average of 21.3% 
among adults aged 20 years and older, based on the 2020 
Census [20], potentially affecting the generalizability of 
our findings. Moreover, while this study provides valu-
able quantitative insights, it has inherent limitations in 
uncovering the underlying motivations and concerns 
behind individuals’willingness or unwillingness to share 
PHRs. Future qualitative research is essential to explore 
these perspectives in depth and to complement our 
findings.

Conclusion
Our findings reveal a complex landscape of PHR atti-
tudes in Japan, characterized by low initial familiar-
ity yet notable willingness to share health information 
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with trusted stakeholders. Importantly, this willingness 
was expressed after participants were provided with a 
standardized explanation of what PHRs are, allowing 
their responses to reflect attitudes toward the concept 
rather than detailed technical knowledge. The identifi-
cation of distinct user clusters and varying trust levels 
across different entities suggests the need for sophis-
ticated, targeted approaches to PHR implementation. 
Success in PHR adoption will require a careful bal-
ance of trust-building strategies, robust data protec-
tion measures, and tailored communication approaches 
that address the diverse needs and concerns of differ-
ent population segments. These insights should guide 
policymakers and healthcare providers in designing 
PHR systems that effectively address privacy concerns 
while advancing patient-centered care and realizing the 
potential benefits of health data sharing in Japan.
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